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After this session participants will be able to:

* Explain the loopholes in insurance
confidentiality law that allow disclosure of
private information

* Describe what a Confidential Communications
Request is and what it will do

* Discuss when a Confidential Communications
Request can be submitted



ACA Implementation in California:

Expanding Health Care Coverage

3.3 million newly insured
= 161,762 young adults
= 1.9 million Medi-Cal

= 1.4 million Covered California
0 1,222,320 with subsidies



Enrollment Statistics

Covered California Enrollment Statistics April 17,2014

Medi-Cal Enrollment Statistics March 31,2014
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ACA Implementation in California:

2"d Wave of Enrollment to Date

290,796 new applicants
= 160,557 Medi-Cal
= 130,239 Covered California



ACA Implementation in California:

Preventive Services

Services that must be provided
without cost to patients include:

= Contraception

= STD screening

= Some cancer screenings
= Depression screening

= Domestic violence screening +
counseling



This is GREAT but...

Will individuals with health insurance
under another person’s plan

FEEL SAFE ENOUGH TO USE IT?



Current Laws to Protect Confidentiality

= HIPAA protects the confidentiality of health
information held by covered providers and

insurers.

= (California statutes also protect the
confidentiality of health information held by
providers and insurers.

= QOther laws and regulations may apply in
addition to or in lieu of HIPAA and state

medical confidentiality law.



Current Laws to Protect Confidentiality

General Rule under HIPAA and CA law:

Providers and insurers must protect the
confidentiality of personal health information.

Usually, they must have a signed “authorization”
in order to share protected health information.



More Privacy Protections Needed to

Keep It Confidential

Exceptions in confidentiality law allow
disclosure without patient knowledge:

= Reporting certain violence

= Child abuse reporting

= Sharing for health care operations
= Billing and payment processing



Unauthorized Disclosures of Confidential Health

Information to Policyholders

Common insurance communications that can
reveal patient information:

e Explanation of Benefits forms

* Denial of Claims notices

e Quality improvement surveys

e Requests for additional information
 Payment of claims notices



Lack of Confidentiality Protections

Can Lead to Harm

= Patients forgo care for sensitive issues.

= Survivors of violence choose not to seek care
when there is risk an abusive partner may find
out.

= Patients with private insurance choose to enroll
in public insurance plans to avoid privacy
breaches.

= Or Worse...



Any Confidentiality Protections in HIPAA?

1. Right to Request Restricted Communications

= Must permit patients to request
= Insurers not required to accept requests

2. Right to Confidential Communications
Request (receive communications by
alternative means or at alternative locations)

= Must permit patients to request

" Must accommodate reasonable requests if the patient
clearly states the disclosure could endanger the patient



New Confidentiality Protections in

California Law Under SB 138

= SB 138 (Hernandez) — the Confidential Health
Information Act

" Passed and signed in 2013

" Takes effect January 1, 2015

= Requires compliance when Confidential
Communication Requests are submitted when:

* Individuals seek sensitive services

= Individuals believe disclosure could lead to harm or
harassment



How Will it Work?

Patient submits confidential communication request
to insurer verbally or in writing.

Patient must provide an alternate address and/or
preferred form of communication as part of CCR.

Insurer has 7 or 14 days to implement.

CCR lasts until the patient sends in another one or
tells the insurer that he/she wants to cancel it.

The CCR does not limit provider from talking to
patient or patient’s insurer.



Questions?

Examples of Frequently Asked Questions:

= How old does someone have to be to submit a
CCR?

= What about co-pays? Who is responsible for
paying those?

* What obligations does this put on providers of
care?



What’s Been Done So Far?

= Stakeholder Roundtables

= Discussions with Health Plans

" Confidential Request Form

" Provider Training Materials

= Keep it Confidential Campaign Materials
" myhealthmyinfo.org



myhealthmyinfo.org
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If you have health insurance under another person's health plan—like mrﬂ;wmm Iﬂnm;”m

your parent or spouse—Your health plan will send them information on about any health care service
WHERE and WHEN you access health care and WHAT health care ¥ shored o
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If you want to Keep it Confidential—submit a Confidential SHARE THESE
Communication Request to your health plan. They will have to accept RESOURCES

000

it, NO QUESTIONS ASKED if you:

1 Know your health plan and policy number
2 Contact your health plan

3 Submit a confidential communications request

FIND YOUR HEALTH PLAM
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Provider Resources
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As providers you ha € an important rele to play in safeguarding your patient's
private health infor ation. The resources below were developed to support
providers interested in educating thelr patients about their confidentiality rights
and helping them utilize new privacy protections. All patient education and
heaith center staff training materials were developed in partnership by the ACLU
of California, California Family Health Council and the National Center for Youth
Law and are available to download for free.

RESCURCES

Download Confidential Request Form

WALLET CARDS
Wallet Card
e Wallet Card (with Bleeds « Crop Marks)
p———
INFO SHEETS
Flyer1
Flyer 1 (with Bleeds + Crop Marks)
Flyer 2
Flyer 2 (with Bleeds + Crop Marks)
Flyer 3
Flyer 3 (with Bleeds + Crop Marks)
Flyer 4

Flyer 4 (with Bleeds + Crop Marks)

FIND YOUR HEALTH PLAN
=]

myhealthmyinfo.org

You can do this if you:

» Gat sensithae senvices like birth
control, STOVpregnancy tests or
mental health care

» Think you could be at risk if
your private health information
about any health care senice
was shared

SHARE THESE
RESOURCES

000

DOWHLDAD COMFIDENTIAL
COMMUNICATIONS REQUEST FORM
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myhealthmyinfo.org
Patient Education Materials

Your health insurance plan
does NOT keep your health
information private unless...

YOU TAKE ACTION.
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myhealthmyinfo.org
Frequently Asked Questions

Why is this important? SHARE THESE
What is the problem this fixes? HES“'“BBES

85 [Ty INSErance company send ir larmati '-'l|Li-':|l-_";.ll'.-|l-.j.'r'|.'p:':L'='_I"I||'|‘ o o e

first place?

W should think about subemitt e 3 Confidential Communications Rr_'ql__;p‘:gl,
[CCRIT

The basics of a Confidential Communications Request

Wiy dio

COMMUNICATIC QUEST FORM

What s 3 Confidential Communications Feql o5t (CCRIP

Dioes an Insurance CoMmpany have to JEFEE [Q My Confidenial Communications
F-'_"-'{I_-I'_':.I {CCR) FECpLEst i

Does ‘r_-l'.l'lll".i: i a I'r"'-\.',l:.l"' st mean that the insurange I'_-.'h"'l"‘.'l!"- ¢ cannot send
commiunicatons out about meand Iy meglth treatment at all?

Completing a Confidential Communications Request

What does a Confidentia Communications Reguest [CCRineed to look like? What

do | need Lo 5ay or (nclu e in one?

Do g Canfidential Com munEations I'-.l_':'.l._l.-'_-l (CCR] have To b dn wr [-|‘:E“

Timing of requests and health appointments
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myhealthmyinfo.org
Search for Health Plans

Search Results

Astna

HIFAK Member Rights Team
Astria Bc

151 Farmingicn Avenuas - RTES
Hartford, CT 06156

Phone number not avalable
Ernail address not available

Can't find your health plan? No customer service number or email? Check your
insurance card for a Customer Service number, When you call, ask them where to
serd your Confidential Commaunication Request.

? Frequently Asked Questions

* Confidential Communications Request

You can do this if you:

= Get sensitive services ke birth
control, STOVpregnancy tests or
mental health care

» Think you could be at risk if
your private health information |
about any health care senice 0
was shared

SHARE THESE
RESOURCES

000

FAQ

DOAWHLDAD COMFIDENTIAL
COMMUMICATIONS REQUEST FORM

FIND YOUR HEALTH PLAN
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myhealthmyinfo.org
Contact Form
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KEEP IT CONFIDENTIAL.

California law 58 138 allows individuals insured under another person’s health

plan policy (like a parent or spouse) to submit a Confidential Communication You can do this if you:
Request {CCR) to their health plan if they need or want to keep information about * Gef sensitive services like birth o
the health care services they receive while using their insurance confidential, comerol, STOVpregnancy ests or
{Leam more in our FAGS.JSB 138 requires all health plans to honor and mental health care
implement this request. If you need help submitting a CCR to your health plan or « Think you could be at risk if
would like to report a headth plan for not complying with 5B 138, please complete yoiar private haalth information
and submit the form below. abaut army health care service
wars shared
I need help *
Completing and submitting a CCR
Because my CCR was rejected by my insurance company SHARE THESE
Because my insurance company violabed my CCR and sent information (o the RESUUH[:ES
poicyholder without my permission o o 9
Other
Your Name
Your Health Plan *
Your Age * FIND YOUR HEALTH PLAN
under 18 years okd
o 18-26

26 or okder -
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